NHpopmaLnoHHaga namaTka

C KaXIbIM TOJOM MOJOJACKH B WHTEPHETEC CTAHOBHUTHCS OOJIBINE, a INKOJBHHKH OJHU W3 CaMbIX
aKTHBHBIX Toyb30BaTenel Pynera. Mexay TeM, MOMUMO OTPOMHOIO KOJIMYECTBA BO3MO>KHOCTEH, MHTEPHET
HeceT W Npo0JIeMbl. DTa maMATKa J0DKHA TIOMOYb TeOe 0e301MacHO HAXOAUThCS B CETH.

Komnvromephvie supycol

KomnbloTepHBIIl BUPYC — 3TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX IPOTpPaMM, OTIUUUTEIbHOM
0COOEHHOCTBIO KOTOPOH SIBISIETCSI CITOCOOHOCTh K Pa3MHOKCHHUIO. B HOmMONHEHHWE K 3TOMY, BHPYCHl MOTYT
MOBPEIUTDH WM MTOTHOCTBIO YHHUUTOXHUTE BCE (ailyibl M JaHHBIE, TOJKOHTPOJIBHEIC TOIH30BATEII0, OT MMEHH
KOTOporo OblTa 3amyleHa 3apakEHHas MporpaMma, a TakkKe [OBPEAUTh WIM JaXKE YHUUYTOXKUTD
OTIEPALMOHHYIO CUCTEMY CO BceMH (pailiamu B 11e70M. B OOJBIIMHCTBE ClIydaeB pacpOCTPAHSIIOTCS BUPYCHI

4yepe3 HHTePHET.

MeToBI 3aIUTHI OT BPEIOHOCHBIX TIPOTPAMM:

1. Hcrnonp3yil cCOBpeMEHHBIE OIEPAIIIOHHBIC CHCTEMBI, HIMCIOIMINE CePhE3HBIA YPOBEHB 3aIIUTHI OT
BPEIOHOCHBIX IIPOTPAMM;

2. [IloctosiHHO  ycraHaBnuBail mautk  (UUQPOBBIE  3alUIATKH, KOTOPbIE  aBTOMATHYECKH
YCTaHABIMBAIOTCS C IIEIIBIO JIOPAOTKU MPOTPaMMbI) B APYTrHe OOHOBJICHHUS CBOEH OINEepalliOHHON
cuctembl. Cka4umBail X TONBKO ¢ OQHUIMANBEHOTO caiita paspaborumka OC. Ecmu cymectByeT
PEKHUM aBTOMATUYCCKOI'O OGHOBHGHI/IH, BKJIFOYH €T0,

3. PaOorail Ha cBOeM KOMIBIOTEpE O] NpaBaMH MOJH30BATENs, a HE aJIMHHUCTpaTopa. JTO HE
MTO3BOJIUT OOJBIIMHCTBY BPEIOHOCHBIX MPOTPAMM HHCTAJUTHPOBATHCS HA TBOEM IEPCOHAIEHOM
KOMITBIOTEPE;

4. Hcnonmp3yll aHTHBHUPYCHbIC MPOrpaMMHBIC MPOJYKTBl ~M3BECTHBIX IPOM3BOJUTENECH, C
ABTOMATHYECKUM OOHOBJIEHHEM 0a3s;
OrpaHndb GU3HIECKUN TOCTYI K KOMIBIOTEPY IUIS IIOCTOPOHHUX JIUII;
Hcnonp3yii BHEIIHHE HOCUTENTH HH()OPMAIINH, TaKUe Kak (Ienrka, TiucK mwin (ain u3 HHTepHeTa,
TOJIBKO U3 MPO(EPEHHBIX NUCTOYHUKOB;

7. He oTkpbBail KOMIBIOTEpHBIC (hailiIbl, MONyYCHHBIC W3 HEHAAEKHBIX HCTOYHHMKOB. Jlake Te

(hailsTel, KOTOPBIC MPUCIIAT TBOH 3HAKOMEIiA. JIydie yrouHu y Hero, OTHPaBISLI JIH OH TeOe UX.

Cemu WI-FI

Wi-Fi - 510 He BUjI llepeiaun JaHHBIX, HE TEXHOJIOTHS, a BCEro JIMIb Open, mapka. Emte 8 1991 romy
HUepJIaHCKass KoMIaHus 3apeructpupopana openn « WECAy, uro o6o3Hayano cioBocodyeranne «Wireless
Fidelity», koTopsrit iepeBoauTCs Kak «O6eCpoBOIHASI TOUHOCTDY.

Jlo Hamiero BpemeHu Jonuia apyras ab0peBuaTypa, KOTopas SBJISICTCS TaKOW K€ TEXHOJOTHeW. ITo
ab0pepuarypa «Wi-Fi». Takoe Ha3BaHue OBbLIO JAHO ¢ HAMEKOM Ha CTAaHIAPT BBICIINHN 3BYKOBOW TexHHkH Hi-
Fi, uTo B mepeBo/ic 03HAYACT «BBICOKAS TOYHOCTDY.

Ja, OecriaTHBII MHTEPHET-JIOCTYII B Kade, OTEISX U a3poIopTax sBISETCS] OTIMYHON BO3MOKHOCTBIO
BBIXOJIa B HMHTEpHET. HOo MHOTHME 3KCHmepThl CUUTAIOT, 4To oOmenoctymHbie Wi-Fi ceTm He SBISFOTCS

0€e30MacHBIMU.
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Cogetsl 10 6e30macHOCTH padoTe B 001e0CTYHBIX ceTsix Wi-fi:

1. He nepenasaii cBoro smuHyto nadopmarmio uepes3 oduienocrymnasie Wi-Fi cetn. Paborast B HuX,
KEJTaTeJIbHO HEe BBOAUTH IAPOJIM JOCTYIA, JIOTHHBI M KaKHe-TO HOMEpa;

2. Hcnonw3yii W OOHOBJSIH aHTHUBUPYCHBICE MPOTpaMMbl M OpaHamayep. TeM caMbIM Tl
obe3omacuilb ce0st OT 3aKaYKH BUPyCa Ha TBOE YCTPOHCTBO;

3. Ilpm wncnons3oBanmu Wi-Fi orkmoun ¢yrkimo «OOmui moctynm x daitmaM W mpuHTEpam».
Hannas QyHKIHUA 3aKpbITa IO YMOJTYAHUIO, OZHAKO HEKOTOPHIE TOJb30BATENN aKTHBUPYIOT €&
JUTS yI00CTBA MCIIONIb30BaHMs B paboTe wim ydeoe;

4. He ucrnons3yid myonmunsiii WI-FI st mepepaum JIMUHBIX JaHHBIX, HallpUMep Ul BBIXOJA B
COLUAJIBHBIE CETU WJIH B HJICKTPOHHYIO IOUTY;

5. HWnomw3yii Tosbko 3amuiieHHoe coeaunenue yepes HTTPS, a ue HTTP, T.e. nmpu Habope BeO-
ajipeca BBOAM UMEHHO «https://»;

6. B moOunbHoM Tenedone orwiroun (ynkuuio «llogkmouenne k Wi-Fi aBromatmueckm». He

JIOIyCKail aBTOMaTHYEeCKOro MOAKIIOYEHUs ycTpoiicTBa k ceTaM Wi-Fi 6e3 TBoero cornacusi.

Couuaﬂbeze cemu

ConuanbpHble CeTH aKTUBHO BXOJIST B HAIY KU3Hb, MHOTHE JIIOHM pab0TAIOT U )KUBYT TaM MOCTOSIHHO,
a B Facebook yxke 3apernctpmpoBaH MIJLTHAPA YETOBEK, YTO SIBISIETCS OTHOH CEOBMOW BCEX JKUTENCH
TUTaHEeTHl. MHOTHE TIONE30BATENN HE TIOHUMAIOT, YTO HH(POPMAIUS, pa3MeIIeHHAsS HMHU B COIMATIBHBIX CETSIX,

MOKET OBITh HaiJieHa 1 UCIIOJIb30BaHa KeM YroaHo, B TOM 4UCJIC HE 00s13aTeNILHO ¢ OJIaruMH HaMCPCHUSMMU.

OCHOBHBIE COBETHI 110 OE30MACHOCTH B COIHATIBHBIX CETSIX:

1. Orpanuys cnucok apy3ei. Y Te0s B Apy3bax HE TOIDKHO OBITh CITyJaliHBIX M HE3HAKOMBIX JTIOJICH;

2. 3amumail cBOIO YacTHYIO >KU3Hb. He ykaswiBail maponm, TenedoHBI, aapeca, OaTy TBOETO
POXIEHHUS U APYTYIO JIMYHYI0 HH(GOPMAIHUIO. 3IOYMBIIUIEHHHKH MOTYT HCIIONB30BaTh JaXke
UHGOPMAIIIO O TOM, KaK Thl M TBOU POJUTENHN INIAHUPYETE MPOBECTH KAaHUKYIIBI;

3. 3ammuiaii cBOI pemyTalHtIo - IEPKU €€ B UNCTOTE U 3aJlaBail cebe BOMPOC: XOTel ObI ThI, 4YTOOBI
IpyrHe TIONB30BaTeIH BHUIENH, 9YTO THl 3arpyxkaems? [logymaii, mpexme dYeMm dTO-TO
OITyOJIMKOBATh, HATIMCATH U 3aTPy3HTh;

4. Ecnu Thl TOBOPHIIB C JIIOJbMH, KOTOPBIX HE 3HACIIb, HE UCTIOIB3YH CBOE pPealbHOE UMS U IPYTYIO
JTUYHYI0 HH)OPMALIUHU: UMSI, MECTO )KUTEIIBCTBA, MECTO Y4eObI U TIpoUee;

5. Uzberaii pazmernenus ¢pororpacduii B ViHTepHeTe, rue Tl n300pakeH Ha MECTHOCTH, 110 KOTOPOH
MO’KHO OHPEEIUTh TBOE MECTOMOIOKEHUE;

6. Ilpum peructpannu B COIMATBHON CETH HEOOXOINMO HCIIONIB30BATh CIIOKHBIC TTAPOJIH, COCTOSIIHIE
13 OYyKB ¥ ITU(P U C KOIUIESCTBOM 3HAKOB HE MEHee §;

7. Jlng coumanbHON CETH, IOYTHI M JAPYTHX CAHTOB HEOOXOMMMO HCIIONB30BaTh Pa3HbIE MapoIIH.
Torna ecian Te0s B3IIOMAIOT, TO 3JI0YMBIIUICHHUKH MOJTYYaT TOCTYII TOJIBKO K OJJHOMY MECTY, a He

BO BCE Cpasy.

Dnexmponnvie 0enbu

DNEeKTPOHHBIE JICHIM — ATO OY€Hb YIOOHBIM Croco0 TuIaTeXel, OJHAKO CYIIECTBYFOT MOIICHHHKH,
KOTOPBIE XOTAT NOJIYYUTh 3TU JCHBIH.
DNEeKTPOHHbIE JIEHbIU MOSBUIUCH COBCEM HEJABHO MU MMEHHO M3-3a 3TOT0 BO MHOTHX I'OCYJapCTBax

JI0 CUX IIOp HE IIPOIIMCAHO MIPO HUX B 3aKOHAX.
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B Poccuun xe oHu (bYHKIIHOHpr}OT W O HHUX YK€ IPOIUCAHO B 3aKOHE, I'IC UX PaA3ACIIAIOT Ha

HECKOJIbKO BHJOB — aHOHMMHBIE U HE aHOHMMHBbIe. PazHuiia B TOM, YTO aHOHHUMHBIC - 3TO TC, B KOTOPbLIX

paspermaeTcss IpOBOAUTH ONepanuu 0e3 WACHTH(UKAINN MOIh30BATENs, & B HCAHOHUMHBIX HICHTH(UKAIINT

IT0JIB30BATEIIS SIBSIETCS 00s13aTEILHOM.

Taxxke CJICAYCT pas3jindaTb JJICKTPOHHBLIC (bHaTHI)Ie JACHBI' (paBHI)I TroCyaapCTBECHHBIM Ba.]'HOTaM) u

OJICKTPOHHBIC He(i)I/IaTHI)IG JACHbI' (He PaBHBI TOCYAaPCTBCHHBIM Ba.]'H-OTaM).

OCHOBHEIE COBETHI 110 OE30MaCHO PabOTE C AMEKTPOHHBIMHU ICHBIAMU:

1.

[TpuBsbky K cueTy MOOMIIbHBIN Tene(oH. DTO caMblil yIO0OHBINH U OBICTPBINA CITIOCOO BOCCTAHOBUTH
JOCTYI K cuery. [IpuBsi3aHHBIN Tee(OH ITOMOXKET, eClIU 3a0y/IeIlb CBOH IUIATEKHBINA TapOIb WA
3aiiIelIb Ha CaliT ¢ HE3HAKOMOT'O yCTPOWCTBA;

Hcnonw3yii ogHOpa3oBbie mapoiu. Tlocie mepexona Ha YCHICHHYIO aBTOPU3AIUIO TeOE yXKe He
OyIeT yrposkaTh OTTACHOCTH KPaXKH WIIM TIepeXBaTa IIaTeKHOTO TTapOIIs;

Breibepu cioxsblii maposb. [IpectynmHukam OyaeT HE MPOCTO yrajarh CIOKHBIA Tapoib.
Hanexxupie maponu — 3TO MapoJid, KOTOpPhIE CoJiepKaT HE MEHee 8 3HAKOB M BKIIIOYAIOT B ceOs
CTPOYHBIC U TIPOMHCHBIE OYKBBI, A PHI 1 HECKOJIBKO CHMBOJIOB, TaKHe KaK 3HAK J0JUTapa, pyHTa,
BOCKJIMIATEIBHEIN 3HaK ¥ T.11. Hampumep, $tRONg!;;

He BBOM cBOM TMYHBIE JaHHBIE HA caﬁTax, KOTOPBIM HE NJOBCPACIID.

aﬂEKmDOHH(lﬂ nouma

QHGKTPOHHaH Io4Ta — 3TO TEXHOJIOTHA U NPEAOCTABIIAEMbIC €10 YCIIYT' 1O NIEPECHLIIKE U IMOJTYYCHHUIO

9JIEKTPOHHBIX COOOIIEHUH, KOTOpBIC PACHPEIENIOTCS B KOMIBIOTEPHOH ceTu. OOBIYHO DIEKTPOHHBIH

MOYTOBBIH SIIUK BBITIBIANT CICTYIOIIMM 00pa3oM: HMs_TTOJTB30BATEII(@NMS_ToMeHa. Takke KpoMe Tepeaadn

MPOCTOTO TEKCTa, UMEETCSI BO3MOKHOCTH ITepeaaBaTh (Dailiibl.

OCHOBHEIE COBETHI 110 O€30MacHON paboTe C AMEKTPOHHON TTOUTOM:

1.

Hano BbIOpaTh npaBUIIBHBIN MOYTOBBII cepBUC. B HHTEpHETE €CTh OrPOMHBII BEIOOP OECIIIATHBIX
IIOYTOBBIX CEPBUCOB, OJIHAKO JIyYllle JOBEPSTh TEM, KOI'O 3HACLb U KTO I1EPBBII B PEUTHUHTE;

He ykaspiBaii B JM4yHOW TIouTe JIMYHYR WHpopMmarnmioo. Hampumep, mydine BbIOpaTh
«MY3BIKAITbHBINA _(haHaT@» nian «pok2013» BMecTo «remal3y;

Hcnone3yil ABYXITalHYIO aBTOPH3AIMI0. JTO KOTJa MOMHMO TapoJisi HYKHO BBOAMTH KO/,
npucbulaeMslii 1o SMS;

BriOepu coskHBIN Taposib. i Kak0ro MOYTOBOTO SIIMKA JIOJDKEH OBITh CBOM HAaJIC)KHBIH,
YCTOWUYMBBIN K B3JIOMY MTApOJIb;

Ecin ecTb BO3MOKHOCTB HAaIlUCaTh CAMOMY CBOH JIMUHBINM BOIIPOC, UCIIOJIB3YH 3Ty BO3MOKHOCTb;
Mcnonp3yil HECKOJIBKO MOYTOBBIX SIIUKOB. IlepBbIN U1l yacTHOM NEpENuCKU C aapecaTamiu,
KOTOPBIM TbI JIOBEpsielIb. DTO 3MEKTPOHHBIN aJipec He HaJ0 UCIOIb30BaTh IIPU PErUCTpaLUU HA
(dopymax u cairax;

He otkpsIBail ¢aiinsl n apyrue BIOKEHHS B MACHMAX AaXE €CIM OHH MPHIUTH OT TBOUX ApY3eil.
Jlydie yTouHM y HUX, OTIIPABIISUIN JIX OHU TeOe 3TH (haiiibl;

ITocmre oxoHvanust pabOTH HAa TIOYTOBOM CEPBHCE MEepe] 3aKPhITHEM BKIIQJKH C caiToM He 3a0yab

Ha)kaTh Ha «BeriiTm.

Kubepbyanune uiu upmyaibHoe u30e6ameibCmeo
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KI/I6ep6y.]'I.]'II/IH1" — [Opeciief0BaHne COO6IH€HI/I$[MI/I, COZACpKaIIuMU OCKOp6HCHI/I$I, arpeccuro,

3allyTUBAHUE; XYJIUTAHCTBO, COIUAJIbHOC GOﬁKOTHpOBaHHe C IOMOIIBIO PA3JIMYHBIX HTHTEPHCT-CEPBUCOB.

OCHOBHBIE COBETHI 110 0OpBHOE ¢ KHOESPOYIUTMHTOM:

1.

He Opocaiics B 60ii. JIyummii crioco6: ocoBeToBaThbes Kak cedst BECTH H, €CIIH HET TOTO, K KOMY
MOJKHO OOpATHUTHCSI, TO BHAYaJle YCIIOKOUTHCS. ECIHM ThI HAUHENIh OTBEYaTh OCKOPOJICHHUSMH HA
OCKOPOJICHHUSI, TO TOJBKO €IIie OOJIBIIE Pa30KKeITb KOHMIHUKT;

VYnpagnsii cBoeit kubeppenyTanuei;

AHOHUMHOCTH B ceTH MHUMAas. CyIIecTBYIOT CHOCOOBI BBIACHHTH, KTO CTOUT 3a AHOHHMHBIM
AKKayHTOM;

He crour Bectnm XymuraHckuii o0Opa3 BHUPTYaJIbHOW KH3HU. MHTepHET (UKCHPYET BCe TBOU
JCHCTBUS U COXpaHSET UX. Y IAIHUTh UX Oy/IeT KpaifHe 3aTpyIHUTEIILHO;

CoOmnromaii CBOM BUPTYaIIbHYIO Y€CTh CMOJIOAY;

Urnopupydi eauHuuHbl  HeraTuB. OJHOpA30BbIe OCKOPOUTENBHBIC COOOIICHUS —JIydYIle
urHopupoBath. OOBIYHO arpeccus MpeKpamiaeTcst Ha Ha4yaJlbHOU CTallny,

ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIEHHSIMU, B COITHATBHBIX CETAX €CTh
BO3MOYKHOCTB OJIOKHPOBKH OTIPABKU COOOIICHUH C ONIPEICTICHHBIX aIpPECOB;

Ecmu Th1 cBUnmeTens kuOepOyiuivHra. TBOM NEHCTBUS: BBICTYIHTH MPOTHUB IPECICIOBATEII,
MOKa3aTh €My, YTO €ro JACHCTBUS OLICHUBAIOTCSI HETraTHBHO, MOJIEPXKATh )KEPTBY, KOTOPOH HY)KHA

IICHXOJIOTHYCCKaA ITOMOIIb, COO6H_II/ITI> B3POCJIBIM O (l)aKTe arp€CCUBHOIO IIOBCICHUA B CCTH.

Mobunvnviii menegon

CoBpemeHHBIE cMapT(OHBI U TUTAHIIETHI COIEPIKaT B cebe BIOIHE B3POCIBIA (QYHKIIMOHAT, H TEIEPh

OHU MOTYT KOHKYPHPOBATh CO CTAIlHOHAPHBIMU KoMIbloTepamu. OIHAKO, CPEICTB 3aIIUTHI IS TTOT0OHBIX

YCTpOﬁCTB IIOKa O4YCHb Mallo. TeCTI/IpOBaHI/IC H IIOUCK yﬂ?;BHMOCTGfI B HUX MPOUCXOOUT HE TaK MHTCHCUBHO,

kak juist [1K, To sxe camoe kacaercsi 1 MOOMJIBHBIX PUIIOKESHUH.

CoBpeMeHHBIE MOOWIBHBIE Opay3epbl YK€ MPaKTHYEeCKH JOTHAIM HACTOJBHBIC aHAJOTH, OIHAKO

pacumpenne (QyHKIMOHANA BICYET 32 COO0H OONBIIYIO CIOKHOCTh M MEHBIIYIO 3alTHIIICHHOCTD.

HaHCKO HC BCC MNPOU3SBOAUTCIIU BBIITYCKAIOT 06HOBJIGHI/I${, 3aKPbIBAIOIIUEC KPUTUYCCKHUEC YA3BUMOCTU

JUIsl CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI [T OE30MACHOCTH MOOMIIBLHOTO Telie(oHa:

1.

Huuero He sBnsercs mno-HacTosmeMmy OeciuiaTHbIM. bByab ocTroposkeH, Beab Koraa Tebe
MpeIararoT OSCTUIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBIThI KAKHE-TO TUIATHBIC YCIIYTH;
Hymaii, pexae yeM otnpaButh SMS, ¢oto wim Bumeo. Thl TOYHO 3HaelIb, e OHH OyayT B
KOHEYHOM HTOre?

Heo0xoaumo 0OHOBIISTE ONEPAIIHOHHYIO CUCTEMY TBOETO CMapT(OoHa;

Hcrnonb3yit aHTUBUPYCHBIE TTPOTPaMMBbI JIJIs MOOHMITBHBIX TeJIe(hOHOB;

He 3arpyxail npuiokeHHs OT HEHM3BECTHOTO MCTOYHUKA, BEIb OHU MOTYT COJAEpXk aTh
BPEIOHOCHOE MPOrpaMMHOE 00ecIIeUeHHE;

ITocne Toro kak TH BBIAACHIb C CaliTa, TJC BBOAMI JHYHYIO HH(OPMAIUIO, 3aiIi B HACTPOUKU
Opaysepa u ynanu cookies;

[lepuonnyecku npoBepsii Kakue IIaTHbIE YCIYI'H aKTUBUPOBAaHbl HA TBOEM HOMEPE;

HaBaii cBoil HOMEp MOOWJIBHOTO Tele(oHa TONBKO JIIOASIM, KOTOPBIX ThI 3HACIIb M KOMY

JIOBEPSICIIIb;
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9. Bluetooth nomxeH ObITh BBIKIIOYEH, KOrja Thl UM He Moib3yembes. He 3a0bBail mHOTIA
IIPOBEPSITH ITO.
Online uepoi

CoBpeMeHHbIE OHJIAHH-UTPBI — 3TO KPACOYHBIE, 3aXBATHIBAIOIINE pa3BJICUEHUS, OOBEIUHSIOIINE
COTHM THICSIY 4YEJOBEK IO BceMy MHpY. VIrpokH HCClIenyroT AaHHBI UM MHp, OOIIAIOTCS APYr C JAPYroM,
BBINOJIHSIIOT 3a/laHUsl, CPAXKAIOTCSI C MOHCTPAMU U MOJYYAOT OIMBIT. 3a YAOBOJILCTBUE OHU IUIATST: MOKYHNAIOT
JIVCK, OTIJIAYMBAIOT a0OHEMEHT MIIN NIPUOOPETAIOT KaKHe-TO OMIIHH.

Bce ot cpencTBa MIyT Ha TMOAAEpKAHHE W pa3BUTHE WIPHI, a Takke HAa caMy OE30I1acHOCTb:
COBEpIICHCTBYIOTCS CHUCTEMBl aBTOPU3AILMM, BBIMTYCKAKOTCA HOBbIE MNaTud (LUU(POBBIC 3aIUIATKU JUIS
IPOrpaMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B mogoOHBIX Urpax CTOWUT OMAcaThCsl HE CTONBKO CBOMX CONEPHUKOB, CKOJIBKO KPaXkKH TBOETO IapoJIs,
Ha KOTOPOM OCHOBaHA CHCTEMa aBTOPU3ALUH OOJBIIIMHCTBA HTP.

OCHOBHBIE COBETHI 110 OE30MACHOCTH TBOETO UI'POBOTO AKKAYHTA:

1. Ecmu apyroit urpok BemeT ceOs IUIOXO WM CO3/aeT TeOe HEMpHUSITHOCTH, 3a0J0KUpYH ero B

CIIMCKE UTPOKOB;

2. lloxamyiics agMHHHCTpaTopaM HWIPHl Ha IUIOXOE TIIOBEJEHHE 3TOTO WIPOKa, JKEeIaTelbHO

MIPUIOXKUTH KAKHE-TO JJOKA3aTEIbCTBA B BUJIE CKPUHOB;
He yka3piBaii muuHyto HH(OpMaLUIo B Ipodaiiae urpsl;
VBaail Ipyrux y4aCTHUKOB IO UTPE;

He ycranaBnuBaii HeopHIIMaIbHBIC TATIN W MOJIBI;

Hcnonb3yil ca0xKHbIE U Pa3HbIE 1APOIIY;

N o gk~ ow

Jaxxe BO BpeMsl UIpbl HE CTOUT OTKJIKOYaTh aHTUBHUPYC. I[loka Thl urpaeib, TBOH KOMIIBIOTED

MOTYT 3apa3uTh.

Duune unu Kpasca JTu4HblX OQHHbIX

OObIuHON Kpaxel JIeHer M AOKYMEHTOB CETOJHsS YK€ HHUKOro He yauBHUfIb, HO C pa3BUTHEM
MHTEPHET-TEXHOJIOTUI 3JIOyMBIIUICHHUKA TIEPEMECTHINCh B HHTEPHET, U IPOJODKAIOT 3aHUMATHCS
«JTIOOMMBIMY JIETIOM.

Tak mosiBMIach HOBas yrpos3a: MHTEPHET-MOIIEHHHYECTBA WM (DHIIMHT, TIaBHAs LEJb KOTOPOTO
COCTOUT B MOTYYCHUHN KOH(PUICHIINATIBHBIX TAHHBIX MOJb30BaTe]IeH — JIOTHHOB U mapoieil. Ha anrmuiickom
s3bIke phishing untaercs kak ¢umuHr (o1 fishing — peidHAs 0B, password — naposb).

OCHOBHEBIE COBETHI 110 OOPHOE ¢ (PUITHHTOM:

1. Cnemm 3a cBomM akkayHTOM. Ecim ThI mopmo3peBaemib, YTO TBOS aHKeTa OblIa B3JIOMaHa, TO
HEOOXOMMO 3a0JIOKHPOBATh €€ M COOOIINTh aJMHUHHUCTPATOpaM pecypca 00 3TOM KaK MOKHO
cKopee;

Hcmons3yit 6e3omacHble BeO-CalThl, B TOM YHCIIE, HHTEPHET-Mara3MHOB M MOMCKOBBIX CHCTEM;
Wcmonb3yil crnokHble W pa3Hble Naposid. TakuMm o0pa3oM, eciu Teds B3JIOMAalOT, TO
37I0YMBIIUICHHUKH TIOJTy4aT JOCTYI TOJIBKO K OTHOMY TBOEMY NMPO(IIIIO B CETH, a HE KO BCEM;

4. Ecmm T1e0s B3IOMalM, TO HEOOXOAMMO TPEIYNPEAWTH BCEX CBOMX 3HAKOMBIX, KOTOpBIC
n00aBiIeHb! Y TeOs B IPY3bsAX, O TOM, YTO Te€Os B3JIOMAIIM M, BO3MOXKHO, OT TBOETO UMEHHU OyneT
pacchlIaThCs ClaM U CChUIKHU Ha (DUIIMHTOBBIC CAlThI;

YcranoBu HajexHbI tapolib (PIN) Ha MOOWIIBHBIN TeneoH;

OTkJIHOUM COXpaHEHUE Napoisi B Opaysepe;
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7. He OTKpBIBaﬁ d)aﬁﬂbl " APpYTrUe BJIOKCHUS B MUCbMAX JAXKC €CJIM OHU NPUIIIIN OT TBOUX apy3ef/'1.

Jlydiie yTo4HM Y HUX, OTIIPABIISUIN JIM OHH TeOe 3TH (DaiiibL.

Hud)ﬁOGQ}l penymayus

LudpoBas pemyranus - O5TO HeraTMBHas WM TO3UTHBHAs HWH(pOpMalMs B ceTH O Tede.
Komnpomerupyromas nHpopManys pa3MeLIeHHasi B UHTEPHETE MOXKET CEPbE3HBIM 00pa3oM OTPa3UThCS Ha
TBOCH peasibHOM )u3HU. «L{udpoBas pemyramnus» - 3T0 TBOW UMUK, KOTOPBIA (hopMupyercs u3 uHGopManuu
0 Te0e B HHTEpHETE.

TBoOe MeCTO JKUTENbCTBA, yueObl, TBOE (PUHAHCOBOE MOJIOKEHUE, OCOOCHHOCTH XapaKTepa U pacCKasbl
0 OJIM3KUX — BCE 9TO HAKAIUIUBACTCS B CETH.

MHorre moApPOCTKH JETKOMBICTIEHHO OTHOCSTCS K MyONMKanuy JTudHod mHbopmanuu B MHTEpHETE,
HE TOHMMas BO3MOXKHBIX MOCHeAcTBH. Thl nmake HE CMOXKENIb IOTamaThCsi O TOM, 4TO (hoTtorpadus,
pasMelieHHas 5 JeT Ha3aj, cTaja IPUYMHON 0TKa3a MpUHSThH TeOs Ha padoTy.

KommenTapuu, pazmenienue TBoux (ororpaduii u apyrue 1eiicTBUsS MOTYT HE HCUE3HYTh JaKe 1ocye
TOTO, KaK THI WX YAaJIHIIb. 1Bl HE 3HACHIb, KTO COXPAHWI ATy MH(OpPMAIHIO, TIOMaia JIM OHA B ITOWCKOBEIC
CHCTEMBI M COXPAaHUIIACh JIM OHA, a TIaBHOE: YTO MOAYMAIOT O TeOe OKPYIKAIOIIEe JIIOIH, KOTOPHIC HAUIYT U
yYBUIAT 3T0. HaliTn nH(OopMaLuio MHOTO JIET CIIYCTsI CMOXKET J000M — Kak U3 J0OpBIX MOOYKICHUH, Tak U C

HaMCPCHUCM NIPUYINHUTH BPEI. 9TO MOXKET OBITh KTO YroaHo.

OCHOBHEIC COBETHI 10 3aIIUTE TUPPOBOI PeITyTaIHu:

1. Tlomymaii, mpexae 4eM 4TO-TO MyOJMKOBaTh M NEpeAaBaTh y ceOs B Onore mim B COLMAIBHON
ceTH;

2. B mactpoiikax mpoduis YCTAaHOBM OTpPaHWYCHHS Ha TMPOCMOTP TBOETO TPOPHIS H €ro
COAEPKUMOT0, CENAN €0 TOJIBKO I IPY3Ei»;

3. He pasmemaii m He ykasbiBaii HH(]OpMAIUIO, KOTOpash MOXET KOro-iu00 OCKOPOIATh WIIH

00MKaTh.

Aemopcxoe npaeo

CoBpeMeHHbIE IIKOJIBHUKA— aKTHBHBIE TIOJIB30BATENN HU(POBOTO MpocTpaHcTBa. ONHAKO JajIeKko He
BCC 3HAIOT, YTO MOJH30BAaHNE MHOTUMH BO3MOXKHOCTSIMH ITH(POBOro Mupa TpeOyeT COOIIOACHHS MpaB Ha
MHTEIUICKTYaJIbHYIO COOCTBEHHOCTD.

TepMuH «MHTEIUICKTya bHast COOCTBEHHOCTh» OTHOCHTCS K PA3IMYHBIM TBOPEHHSAM YEIOBEYECKOTO
yMa, HauMHAs C HOBBIX M300pETeHHH M 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh HA MPOAYKTHI M YCIYTH , U
3aKaH4YMBask KHUTaMu, (poTorpadusiMu, KHHOPHIBMAMHU U My3BbIKaJIbHBIMHU MPOU3BEICHUSIMHU.

ABTOpCKHE TIpaBa — 3TO MpaBa HA HMHTEIUICKTYaJIbHYIO COOCTBEHHOCTh Ha TPOW3BEACHUS HAaYKH,
JUTEpaTypbl W HWCKycCTBa. ABTOpPCKHME TIpaBa BBICTYMAlOT B KadecTBE TapaHTHH TOTO, 4TO
MHTEIUIEKTYaIbHBIN/TBOPUECKUI TPyl aBTOpa He OyJeT HalpacHbBIM, JIACT €My CIIPAaBEIINBBIC BO3MOKHOCTH
3apa0oTaTh Ha pe3ysibTaTaX CBOETO TPYZAA, HONYYNUTh M3BECTHOCTb W Npu3HaHue. Hukro 0e3 paspemieHus
aBTOpPa HE MOXKET BOCIIPOM3BOAUTH €r0 IPOU3BEACHUE, PACHPOCTPAHATH, MYOJIMYHO IEMOHCTPHPOBATS,
NpoJaBaTh, MMIIOPTHPOBATH, ITyCKaTh B IPOKAT, MyOJMYHO UCIIOJIHATH, TIOKAa3bIBATH/UCIIONHATE B 3(upe Win

pa3merats B MHTepHeTe.
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Hcnonb3oBaHue «IUPaTCKOro» MPOrpaMMHOI0 00ECIeUeHUsI MOKET MPUBECTH K MHOTUM PUCKaM: OT
MOTEPH JaHHBIX K TBOUM aKKayHTaMm JI0 OJIOKMPOBKM TBOETO YCTPOMCTBa, I'le YCTAHOBJICHHBIM HE JierajabHas
nporpamma. He cTouTt Takxke 3a0BIBaTh, YTO CYIICCTBYET JICTANBHBIC W OCCIIATHBIC MPOTPAMMBI, KOTOPEIE

MO>KHO HAaWTH B CETH.



